Annual 47 CF.R. S: B4.2009(e} CPNI Certi
EB !ﬁ{;&:@i BE«SE |
Bnnual 64, 2&@9@ 1 CPN Certification Tor: onig i’;wvenm; i%“re Fnar i:zafﬁaéw Yagr 2077
o [ate Fed: 2 eencmmren
 Mame of company @m&r@ﬁ by tm@ wrﬁﬁmmn Emm:m rﬁjmm brie.
Foern 498 Filsr [D: _ o BOTERE
Mame of signdtony Y Todd Tor gﬁ‘

Titte of signatery:

A ToddComed ., certify tm*.fé aman ::a‘f;f;ar of _ Broadsman %ﬂﬁ% i,
' ' ' gme company named aﬁ}tﬁwﬁ herein refemred 1o as he
r‘ﬂmmﬁy“}, and scting as an agent of the somparty, that | have personal
knowiodge that the company bas estalfisted operating pm%{mr@“ that ars
_adequsle io ensure compiiance with the Cormizsion’s CPNI niles. See 47
CFR B B42001 i so., which s a subpart s implerment s -...a_;‘w 222 of the
%ﬂmmu nications ﬁ::t oFf 1934 as amels 2. -

: ﬁﬁachﬁé iy *%*%m f‘f*mﬁmzﬁt;m is an aﬁﬁmﬁamrmg ‘ﬁ?a’f,‘%mﬁ‘ﬁ? &xplssning bow t?*x:a
mmpaﬁafs proceduras ensurs that e conpany s i mﬁg}rjame with the
reguirements set forth in seoton 842004 & ser. of the Commission's rules. See
sttached scoompanying sistemant for ﬁe‘*aﬂs

The company has not had to taken any action: in the form of proceedings
instiuted o peitions fied by & &f:ﬁf;@aﬁy af sither siate commisaions, the court
sysiem, o 8t the Conwrission atmmgt dats brokers against in the ;}'ﬁsi year.

The comTpany mﬁersiam:sk that & muai* reEnaTh on ams fﬁfmﬁaﬁuﬁﬁ that it has Wit
respect to the processes mretexiars are welng o atternpt o a«z::csms CPNE, and
w%*as steps the company i 5*%:}% try protact S?"Ni &

Novle, the LOmpanTy recegiizes “pre iassmg as “ﬁm mnam in. whmh personat
information is obtained Gy fmmﬁﬁi‘anﬁ means including identity theft, selling
- personal dats for profit, or usihg some other method for snooping for
Information whose release was hot authorize oy the owner of the
information. See attached accompanying statement for ﬁeimi@ on how the
appl icant gﬁama LPNI data against m&?ax!mg




The mraw has not F??Gﬁﬁ‘si’éi? as‘s}f customer mm@’iawts irr the past

year concarming the Ureuthorized relsase of CPNI and the company has
recoived § nuwber of customer oumplaints received relatod fo unauthodesd
access o CPNI or waumum@é gisclosure of CPNI, broken ﬁ&Wﬁ by category of
wma«%&mt 83 ‘f@sli
{1}, instances of mﬁmpiﬁy Access by empioyess; 0 wm daints
{21, instsnces of improper disclosure to indhviduals not authorized 1o
- reseive tfe iﬂf&ﬁﬂm ion: & Complainis
(31 Inslences of § tmpmﬁswr access io oifine Information lf;sgr individuals
‘ wk g i?’éf}ﬂzl?ﬁ o vww %he information.

i it was affirmative, ﬂf}w& the mmgayfy W{}uiﬁ have gmwd&zﬁ summarny of aéi |
BUSTOTREr mmpiamis receivad | in thn paEst yoar mﬂmmsmg the srzuthorized
' reﬁeaaee o ﬁiw* _

The comparny is :-imms o mgki;pmﬁﬂmw@m af the T@ﬁemmmﬁﬁmmﬁg Aot of
1006 Tel etommuricaiions Carriers’ Use of Customsy Proprictary Moteork
' éﬁfmmatcﬂn zntt Cithesr ﬁaﬁ*ﬂm@r iormation: iP-Enabled Services, CO ﬂﬂe’:x@f
No, §E-118; WG Docket No, 04-35, Report and Order arid Eurther Motice of
Proposed Rulemeaking. Vs ¥ m, Hod 8037 (Z007WEPIC %““?Nf Crrrial™, S@@ &7
B L. B 20,

“The m pany yndaerstands AT S PR 8 84, iﬁﬁ-ﬂ' o] in that Eﬁ,staias

.{‘L} *& toteroemmur ications carrier must have a0 officer, a3 an sgert of the

: marris_»ar BN aﬁﬁ file a.*m?fr %ﬁm Commission a8 comipliance certificals on an
annitai basis. _

2y That the zﬁfﬁm must stale n the @%ﬁ%ﬂ:&ﬁﬁ:}ﬁ that Be or she has porsonsd
kncawlsdge that the compary has esisblished aperating procédures that
- are ﬁ?@em‘f‘m o ﬁmur@ mﬂpﬁmm with the rules in this subpart,

{3, That the carier must provide = siatement ECTITE vmg the certification
explainirg how itz a*gpma%m&;; procodures ensure that it is o s not in
- compiiance with the rutes n this Qtﬁf}ﬁﬁﬁ

14}, That the carrer must ingl ua:ie an &ﬁﬁfﬁﬂ&‘%‘fﬂﬁ ﬁ‘? any astions taken awa;rgﬁi
datas brokers and & summary of all custones cormplaints mcewaﬁ iy i:hsa
past year conoerning the unauﬁvmwvﬁ mf%&a af CPNIL

- Bk Thal this f hrg must be made ﬁmﬁuaﬁy wﬁ% ‘mé Eﬁﬁﬁrﬂemeﬁ% Eursm anor
%ﬁ?ﬂm Msamh i irs Eu Efjx:seﬁf:e? Bicn, | girtaining to the pravious
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Attached Accompanyin | Statement

The iuﬁ'é:}wm@ are the measures put i place E:fy the carriar {ﬁﬂmg‘* refarred loas
“ihe company”} to pratect CPN| from pretesting. The company understands that
the three cormmen types of “prefexding” ap identity thefl. selling personat data
for ;‘:&mﬁt without authorization by the owner of using some other method .

for snooping for Information whm@ miﬁaﬁa was not aﬂfharnmé by the
wvemner of the | n?amtmn

L Pr‘at&‘fximg via %ﬁ%ﬁtrr} theft
(AL identiy thef via theft of gﬁ?g}%zeai ﬁardwafé ﬁﬁﬁfﬁiﬁ#*ﬁg PM% Qafﬁ
Guarding Measures:
| The company mﬁllzm presical security such as locks snd %Punty
surveillance to protect physical hardware and Timiss physical anress
o authorzed personnel. Also, cortain ;}%d-‘ibi‘ hardware such as
laptops have security fealures mz ;;:’m vide addifional q&cﬁaw

B ‘sﬁwl;fy theft viz ﬁm%mgﬁz%mai i %wv of wﬁ%mﬁ: that camy @Pﬁi*
- Guarding Measures:
"f‘i"se coimneTy ulitizes mmr?‘y ﬁﬁ?mf&zﬁ i detent arnd preveant
ur‘mu[hﬂmﬁcﬁ AOTES g %@r%mg anstf ather virlug! methads.

M. ”f‘e*ﬁ:ﬂmg vig some other mwlhuﬁ for smm@mg for mf@nﬁa‘mﬁ whose
relesse was not authorized by the cwner
AL Snooping vie social &ﬁ:}fﬁmﬁn ol mmmm uﬁm’f&i&,& xaﬁfmﬁf*{mﬁm
Suarding Measure
The cormpany's ﬁﬁa’mmw wwm parsornet (fha fm’rw@gg& W&n
Hkaly In be the targets of socis! ﬁﬁgﬁfﬁ%ﬂmgﬁ have specific policies
 that they musl follow to Renliy that they are in contact with e
mamier of the PN data M@r to gﬁwm&ia g oF revealing CPNL

1B | Brndping by ;}gmemﬁi rw? AL tf*nmw o ame% data
Guarding Measurss:
The ra}mgw:}y lirnits access ﬁ‘?‘ u?*ﬁ i afui%mmsz personsie] Qr‘;i

. Pretexing E}y selling CPNI for profit without auiﬁmma’tmn by the E‘.‘.?W?‘I&?
Ak Selling CPNI data by e @@W@aﬂy with oithay mr‘%;@rm
_ - Buarding Measures: '
' - The company does not shars GPHI data with at?*gr ohinpanies for
iriarketineg and gﬁmf’rl mmﬁm«

Bl Ehmrfig CPNT data for mﬁﬁ%&rhﬁmg pUfposEs byt ﬁh@ mmpsﬁw
with sisler comparnies, %ismﬁmw% - parent comparies or ;ﬂsm '
verdyre entites

Gmarﬁiﬁj Megsures:

Bew page 4 to & for details glt&#m ! ‘f@ T8




Attached Accompariying State

The folfow! ihg ata;“@%s {1} [ 18) are %mw the m}mpﬁm gua reiis CPN! against
pretecting in the form of selling CPN! for profit ar macket ing purposes by the
company o s sister companies, subsidiares, ﬁdﬁ&rﬁ compsries ar jsint venture

- enlities but without sulhorizalion by the cwrer. In the event that the: tﬁmpﬁﬁ?

was i sel or share Q@Nr whh i afffialed entitiss for m%&ﬁm o profit
purposess, it wolld sticlly abide by the fﬁﬁamﬁg mﬁwﬁféﬂ- i ﬂﬁmﬁiiaﬁm with ?f‘{:’
ﬁﬁ%ﬁﬁ #a Uﬁﬂgf“éﬁﬁ LE m ..: 2 f Lan T HEE] ,:-'; A*- SHTTEeer.
%H}&?fﬁ} ?22{% Qfﬁ%ﬁé“’?ﬁ%’jﬁﬁﬁ»@wﬁﬁism% '

How The {:ﬁﬁm@m Compiles with 47 C.F, R. S: Bd. 2001-64.2011 ot seq.
(13 The company doss ot aﬁabse use, ﬁam@sum or perril aLoess o
CPME far amy m@f%;wﬁg PUTRUSES iy 2y persons, entfities parfies _
sutside of the company without the specific consent of the customer that
- owng the w%’fﬂéi mta

{2}, Hihe company w e&?‘a&a& iﬁ :;.har& ”;Pi‘é Fawith sy subsidisries or
parent companies of the company and the custamer enly subscribos to
wrdy 1 categary of service offered by the campany, the ﬁ}ﬁm?rﬁy
will sacure the consent of the eustomer prior ko sharing that CPMI dala
with subsidiaries or g:aar&r** n@mpmm of the o5 maﬂy

135 lrmost tzmés the sampany will gz} # shep aimﬁm and fry o $eoure the
sonsent of the customer i share CPN] data with subsidisries and parant
campanies of the company, regardiass of whsther customer subscribes to
1 o more thaﬁ 1 type of sarvice offared by the wmgaﬁy

{%}, The aﬁmp%w Wﬁi ol i” Exe, ﬂ@ﬁ?&%ﬁ i‘:«r ;@mﬁ ancass o #3%33\%?
. datsto aﬁmm‘y oF frack clstarmers that call gmpeting ssrios pr@wmrs

&y, Hihs company requires mﬁt::nﬁar corsent for ufilizing, ﬁ;bﬁﬁi}_ﬁaiﬁ”i} v

peremitting acress o CPN{ data, the oy will ohizin ¢ comsent throygh
writhen, oraf mr gleconic mzz“‘i’;ﬁé’s '

CiB) The company nﬂéﬁm‘imr?&ﬁ tm carrinrs that m?yw ot approval

- shali bear the burden of proving that s1ich moprovet has E}e&rs giver: i
- compliance with the bﬂmmgaa‘ian % mﬁ@a

{‘?‘; The mm;mw hm 2 r;&izcy i wihiich Ay maﬁmmm amarwriq ohtalned for

the use, distlosing or utilization of CPRI data will ramain in effect vl the
cuslornnr ww“?ma or iﬁmfzg wm%s s@mrmfa% ar *'?@ sEmroval, ;




gy Forafl @g’@u; m&"ﬁ Qpkde Approval F’rxz«mﬁm utilized by the
Carapany i wifss:% the CPHI dats is used for makeating communications
reletod services to that customer, the company wilt make that customer's.
data individ LE%ET’#‘ igentifiabie o the customer and statd the spesifis
mmarkating ;ﬁﬂrpﬁ:ﬁm *?1,::%‘ CPNT wonin be %imﬁ

{8y Priof o ey ﬁﬁé‘%f’*ﬁ:ﬂb o of the: customer ‘F*%* amm the
- ewmpany provides roiification 1o the customer of the eustormer's rights & 0
resirict to use 1, aﬁws;ﬁtmme of -and BLCESE: iﬁ that customer's TPNL

00 ‘i"%*e ':mr;;aamf waimams tecords %::s% m&:f‘mﬁm whelher oraf, wz’ii:‘wﬁ or
geciroric, for ot least one yaer, The company provides lmmr%m% nolices
s custamens when *‘.«:f..aiia.f img a;ﬁpfﬁffﬁ to use, disclose or DR BLCESR IO
customer's FPN# _

- i cases whers the mmﬁm}f réguesis CPMI refeass gé@wm from

| the cusiomer, E?“i‘? g:fmgz;mv :Wﬁ%ﬁ;ﬁg % ihe f{‘limwﬁr‘\g ir its ‘*ﬁaﬁs&ﬁf

of ﬁmiﬁm*’

i, - Sulficient nformstion o %E‘?&iﬁfﬁ? i?’z&?: Cusiomer & el méﬁk& an
informed decision 85 o w‘?eﬁwr fo perrmit e company to use,
dhsciose or ;wmrt ﬁﬂmﬁ to, ﬁm cuatmers PN

gy
L ek
Rtep!

B Statement ﬁm ar}g tﬁ at o ws‘mmef hias & right, and that the
' oompany has the duty, under fm&m? e, fo protect the
corfidendial mf of CRPNL '

S Sﬁfﬁumﬁu sma@mar’i G Hhat thiz ?gfpés af information that
constituts CPNI (as defined in 64, 2001 and the specife
eniities that will receive the CPNI, describing the purposes for
which CPMIwill be used. and inform the cusfarmer of s o her right
Yo disapproug i:?m@:ﬂ ilﬁ@% “amﬁ ﬁem* mwmﬁmw zocess o CPNDat
amﬁ‘rm@ :

LS ﬁtﬁtﬁm@rﬁ advizing the customer of the procise staps th
cuslomer mst ks I order 5 Qrant or deny actess i ﬂ?‘%“«i’i Ayt
vhear siatermsnl thal 2 denial of & pproval will not affect the provision
of any services o which the customer subscrbes. The EOTIpETTY
alsn pronvides o brief siatement. In chear and neutrst iIBnguags,
dusoribing conseouentes dire ity rﬁmﬁ%mg froem the fack of scoess
i CPMI, The company's rolification will be comprehensible ans:i’ it
be misieading.




.ﬁ;ﬁﬁl&i‘mﬁ ﬁmﬁ;ﬂ@ﬁﬁﬁg 5t %maﬁi

(1) “Consent of Notics™ frmﬁnmﬁ from pa«gﬁ ..
: V. Incases whers the compeary ulllizes writter riotifica iﬁm
' the notice will be clegr, legible, suficiently large tvpe and be plgwﬂ
i &m ares so as 1o be readiy apparent In & wxmﬂer -

WL e event gﬁa‘% %ﬁe natification is in be ﬁmf‘;ﬁﬁaa@ﬁ mtej another
B émsgﬁa::@e, thern &l portions of the t‘:ﬁm;}ﬁmjﬁ& ﬁafmﬁ Hors wil} b

‘raﬂsm&a o that lmnguage.

| Wit The cﬁmmam; Wﬁé% mit include s thig o =;;mt§m any slaterrent
a“’*ﬂmr}i’%’ig o Bncourags &' msw"ﬁ&r fi ﬁ'eaze ‘?hrrzf-«mﬁy amg% *E?f
ESPH{ N .

L. The m&rhr;aﬁugz Wséi s’%me that : am; ammfa? o %ﬁ%m?m of ag;;zmwf

' the uge of CPNI aulside of the zervice to which the cugtomer
alroady subsoribes from th j'f;ﬁmpm'sy walid untif the customer
af?maiwefg revokes of %?m; % suf“i’w spprovat o ﬁ enizl,

Ei The mmpan}r’g %ﬁ;ﬁ*ﬁaﬁm for ay;&s‘maﬁ w”‘f | sigie the !3&33*&5‘?‘39?“‘?
- PN r;ghiﬁ {defimd in 47 C.ER, B ﬁai Eﬁm tn 4. :em’t et seq.l.

(12} All of the company's nofices gmuﬁs’: to ﬁ;:st»s’:}ﬁ% opBon will be provided
‘ wig aleciromic o wr:f’era natification. The mmpmny wﬂf it wefilive purely
orgl rotification.

(135 The mﬁng N‘U&f wall & misiun of "’fi’} d‘ay@; after giving customer
- nnlice and an opportunity to opbout befars assuming customer appooval
¥ uze, disclose, or DAL | azcc?%ﬁ e CPHL The cormpany may, inils
discration, | provids for 2 §&§zgr~r parnd for nélfcetion and opponiunily for
- aptout option. The company does nolify customers 25 1o the applicabls
wigling period for response pafore appraval 1 assumed. The TOFTIEErTy
else abides by the following a far & rofnirurn waiting period. :
_§( i cazes whers the COMTEaTy uilizes slechunds notification, the
Company’s waifing pefiod begins %@ rur from the date that the
7% elaficﬁ?miﬁ was mailed,

Lk i the case of rotification %‘g}z’ rriatl, s s Eititng pesiod a’haﬁ hagin in
s o the “hwrj‘ day following i;f’z? ;’ﬁaiﬁ that %‘m nofification wes
miaihed. _

{14} The compary’s opt-out mecharzm will provide sotiess to the customer
O aVETY DND YOS, ' o .




Attached Accompanylng Statement

{15} Tha mmpsﬁ ;‘g & el based opl-out petices will cormiply with ths Tnltowing
requirgrnanis in addition io the IEGW@%HW ganerally applcable to
notfication ' -

L The comipany will :3%3 st ﬁypms verifiatie, nricr approvel from
the customer 1o send notices vis e-mall regarding their service in
penersl ne E‘F’N; irs particulsy. : .

i, The comparny wsii aﬁﬂw cﬁﬁmmé&m @f} repiy ds”%‘?fjiii‘ %’a:s g-malls
Containing Q@ME rm%rm% i ﬁ%“ﬁ&f 21 g;;@w%

mo f:ﬁg:zri:-*ﬁ}ui &éumc.‘h m{sr*es retirned in e ﬁﬁm;ﬁ&ﬂy a8 m:ﬁe?veraﬁie
must be seni o the susiomes in anolier fomm vefore the company
mpy fmgnﬂer m mﬁ{}nﬁeﬁ* to Have re{;aweeﬁ mfat:;e

i {‘;gsmm that tse sarmil ih w&md {ZPN nﬂmﬁ rmis* gilias %M’? i
' subject ine of the message tesrly and atsﬁum@iy identifies ‘?“e
sﬁ‘f}jem mztler of ihe &- majs o

Y. T aiemmmmmmﬁan& cariers mim% fake a‘mﬂaﬁ:ﬂﬁﬁ to svary
sustormer & methord to opt-cul that s of ro additioral cost fo the
sastoimer and that is available 24 hours a day, séven davs a wesk,
Carriers'm &Yy ;%‘fss?y s renuirement through 2 sombination of
melhods, so bng as 3 customers hive the ai:}aiity fo opl-out &t no

oot ang ane able to ef"&s::ﬁ:‘sme that chwics whenever they cherse,

48, interme of ‘tﬁe eOrmIpany's ﬁp}i—m method, the company will provide
notification o obtain opt-in approvat tirough oral, writien or électronic
miethods, with oif such methos wmptvmg wath appilicable terns F|;-.>te;c§
o ir *hr-a sitaoiimert.

A7, I @"’%éﬁiﬂmp Use of CPNIL the %aﬁ@rg&e«r %mgﬁﬁ% that it miay e
oral netces i ohtain iumﬁaﬁ mwﬁm& use of PN for inhouryd and
suthound customer i&a&’eﬁh@n@ coritacts for the duration of the cal,
regardisss of wielher the coEnpany use apt-out or opl-n spprovst
based on the nature of $he contict . However, the company will not
utifize oral sorsent and as suith, wﬁ% m‘?ﬁ_a a&’t‘%’w wrifien or slectronic
ot mﬁﬂﬁ ;,:Fi@ wr’zaéﬁ? *“%&ﬁ*‘%@ﬁ% '




8.

 Aftached ﬁﬁm@:ﬁ@@vw Statement

The o *ﬂmaaﬁg will enstre “%*sa% all notifications will z:*ﬂm;;%f mth the
requirements lisled above buf recogrizes that under FOC CPNI nules
enabie the company fo omit soy 6% the Tollowing niotice provisions ¥ net

]
[N

1,

o re?warﬁ to the Bmited use for which the company seeks CPNK

" Unider the applicatle é‘%’;{j i‘.‘;i”:’f"é‘i‘ fules, The company recognizes

- thst i will not nesd to advise ﬁuﬁiﬁmﬁi‘ﬁ that i they opted-out
previcusly, no amﬁwn ;% mﬂfﬁm mamiﬁm e Qﬁi—ﬁﬂi%@”ﬁf}ﬂ

' 'Thf:‘& m@any also mwgnw&g that il nead riot advise customars
et they m
- meed rot same those entities, # e limited CENT usage will ant

- result s use by, of disclosure %@ iy f&?ﬁha*& or thirg "ﬁ*"‘ﬁ}s |

ay shars CPRHT with the aff‘ﬁ ates of third mm&s and

" The company ratognizes thet fineed not disciose the means By

which a customer can dany o withdraw fubure socess to CPHL

50 onyg s the COIMDany E:mfamﬁ i cﬁs;mm&m that the soope o

the aggﬁr’ma tﬁ’:@ eg?ﬁer isfwkg iz fimited o aﬁﬁ—%m&» uEe,

The mmw recognizes a% it may omit ‘éidsﬁs:lsure of the
5’?{%{352& steps 2 sustomer must teks i arder fa grant or deny
acoess wCPNL a8 fong 25 the company dlesry r:tsmmmﬂaﬁes

that the customer can deny sccess i ﬁs’m CPNI for the 8@?5

RIRTITRRRY: SN RO,




